
Data Security & Technology
We offer the services listed below on an hourly or flat-fee basis. Please contact us for details. 

Policies and Terms for Websites
»    Accessibility Policy
»   Cookie Policy
»   Privacy Policy
»   Terms of Use

Written Information Security 
Program – Polices, Plans, and 
Reports
»    Acceptable Use Policy
»    Artificial Intelligence Policy
»    Business Continuity Plan
»      Data Retention & Destruction 

Policy
»    Data Security Policy
»    Incident Response Plan
»    Vendor Risk Assessment Report
»    Written Information Security Plan

Counseling – Cybersecurity, 
Privacy, Advertising,  
and Litigation
»   Advertising Compliance
»   Class Action Defense
»   Cyber Insurance Analysis
»   Data Breach
»   Funds Transfer Fraud
»   Internal Risk Assessment
»   Litigation
»   Payment Scam
»   Ransomware
»   Technology Implementation

Technology Agreements,  
Terms, and Addendums
»   Acceptable Use Terms
»   App License Terms
»   Biometric Consent Forms
»    Content Collaboration Agreement
»    Cyber Insurance Provisions
»    Data Protection Agreement
»   Data Security Addendum
»   Data-as-a-Service Agreement
»    Domain Name Purchase 

Agreement
»   End User License Agreement
»    Influencer Agreement
»    IT Service Agreement
»   Master Services Agreement
»   Nondisclosure Agreement
»   Platform Services Agreement
»    Sales Terms
»    Service Level Addendum
»    Software Development 

Agreement
»   Software User Terms
»    Software-as-a-Service Agreement
»   Subscription Agreement
»    Web Portal Terms
»    WiFi Terms

Laws, Regulations, 
and Industry Standards
»     Biometric and facial recognition 

state laws
»    Breach notification state laws
»    CAN-SPAM Act
»    COPPA
»    EU Artificial Intelligence Act
»    FACTA
»    FCRA
»    FERPA
»    FTC Act
»    FTC Rule on the Use of Consumer 

Reviews and Testimonials
»    FTC Safeguards Rule
»    GLBA
»    GDPR
»    HIPAA
»    ISO 27001
»    NIST Cybersecurity Framework
»    NY SHIELD Act
»     NYS DFS Cybersecurity 

Requirements
»    PCI DSS
»     Recording and eavesdropping 

state laws
»    SEC Cyber Disclosure Rule
»    SOC 2
»    State privacy laws (e.g., CCPA)
»    TCPA
»    Trans-Atlantic Data Privacy 

Framework
»    VPPA

FOR MORE INFORMATION, CONTACT:
Renato Smith-Bornfreedom, Certified Information Privacy Professional (CIPP/US) 
Data Security & Technology Practice Area Co-Chair
rsmithbornfreedom@barclaydamon.com |315.413.7215 

Kevin Szczepanski | Data Security & Technology Practice Area Co-Chair
kszczepanski@barclaydamon.com | 716.858.3834
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