
Are You Ready for a Cyberattack? Most Businesses Aren’t.
Data breaches. Ransomware attacks. Wire fraud. The threats are real and growing. But too 
many businesses don’t know where they stand. That’s why the first step in any effective 
cyber-defense strategy is a risk assessment.

The problem? Most companies skip it due to roadblocks like time, cost, or simply not  
knowing where to start. The good news is that you don’t have to if you’re protected  
by BD CyberSure.

BD CyberSure is Barclay Damon’s efficient, affordable cyber-risk-assessment service 
that’s designed to give you clear, actionable answers. We evaluate your technical and legal 
safeguards against industry standards and the privacy and data-security laws that apply to 
your business.

With CyberSure, you get:
»   A clear picture of your cyber-risk exposure
»   Identification of gaps in compliance and protection
»   Practical, prioritized steps to reduce your risk

Don’t wait for a cyberattack to reveal your business’s vulnerabilities. Know the risks.  
Close your gaps. Protect your business with BD CyberSure.

Is Your Business Really Covered for Cyber Risks?
Cyber threats are real, expensive, and on the rise. Insurance is a critical part of any cyber  
risk-management strategy—but too many businesses don’t know what their policies actually 
cover until it’s too late.

That’s where BD CyberReview comes in.

We take the guesswork out of insurance by reviewing your policies to:
»   Identify what cyber coverage you already have (if any)
»   Spot gaps, exclusions, and limits that could leave you vulnerable
»   Explain your coverage clearly—no legalese, just straight answers
»   Collaborate with your broker to help strengthen your protection

Whether it’s a ransomware attack, data breach, or regulatory investigation, you need to know 
where you stand before a cyber incident strikes.

Let us help you close the gaps so you can focus on what’s really important—running  
your business.

Data Security & Technology



We offer the services listed below on an hourly or flat-fee basis. Please contact us for details. 

Policies and Terms for Websites
»   �Accessibility Policy
»   Cookie Policy
»   Privacy Policy
»   Terms of Use

Written Information Security 
Program – Polices, Plans, and 
Reports
»   �Acceptable Use Policy
»   �Artificial Intelligence Policy
»   �Business Continuity Plan
»   ���Data Retention & Destruction 

Policy
»   �Data Security Policy
»   �Incident Response Plan
»   �Vendor Risk Assessment Report
»   �Written Information Security Plan

Counseling – Cybersecurity, 
Privacy, Advertising,  
and Litigation
»   Advertising Compliance
»   Class Action Defense
»   Cyber Insurance Analysis
»   Data Breach
»   Funds Transfer Fraud
»   Internal Risk Assessment
»   Litigation
»   Payment Scam
»   Ransomware
»   Technology Implementation

Technology Agreements,  
Terms, and Addendums
»   Acceptable Use Terms
»   App License Terms
»   Biometric Consent Forms
»   �Content Collaboration Agreement
»   �Cyber Insurance Provisions
»   �Data Protection Agreement
»   Data Security Addendum
»   Data-as-a-Service Agreement
»   �Domain Name Purchase 

Agreement
»   End User License Agreement
»   �Influencer Agreement
»   �IT Service Agreement
»   Master Services Agreement
»   Nondisclosure Agreement
»   Platform Services Agreement
»   �Sales Terms
»   �Service Level Addendum
»   �Software Development 

Agreement
»   Software User Terms
»   �Software-as-a-Service Agreement
»   Subscription Agreement
»   �Web Portal Terms
»   �WiFi Terms

Laws, Regulations, 
and Industry Standards
»   ��Biometric and facial recognition 

state laws
»   �Breach notification state laws
»   �CAN-SPAM Act
»   �COPPA
»   �EU Artificial Intelligence Act
»   �FACTA
»   �FCRA
»   �FERPA
»   �FTC Act
»   �FTC Rule on the Use of Consumer 

Reviews and Testimonials
»   �FTC Safeguards Rule
»   �GLBA
»   �GDPR
»   �HIPAA
»   �ISO 27001
»   �NIST Cybersecurity Framework
»   �NY SHIELD Act
»   ��NYS DFS Cybersecurity 

Requirements
»   �PCI DSS
»   ��Recording and eavesdropping 

state laws
»   �SEC Cyber Disclosure Rule
»   �SOC 2
»   �State privacy laws (e.g., CCPA)
»   �TCPA
»   �Trans-Atlantic Data Privacy 

Framework
»   �VPPA

FOR MORE INFORMATION, CONTACT:
Renato Smith-Bornfreedom, Certified Information Privacy Professional (CIPP/US) 
Data Security & Technology Practice Area Co-Chair
rsmithbornfreedom@barclaydamon.com |315.413.7215 

Kevin Szczepanski | Data Security & Technology Practice Area Co-Chair
kszczepanski@barclaydamon.com | 716.858.3834
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